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1 Config Dragino Pico Station

1.1 Connect to Dragino

1. Connect the antenna, and network cable and turn on the device.
After starting the device, it should be defined on the Wi-Fi network as "
dragino-xxxxxx " (Figure 1). When the device is found, we connect to it
and enter the default password: “dragino+dragino”.

Figure 1. Wi-Fi network

& Droid
* Connected

E‘@ dragino-1fd9e4

Secured

@ Connect automatically

Connect

2. When connected to the device, open the browser and enter the
address: http://10.130.1.1/ and enter (Figure 2):

User Name: root

Password: dragino

Figure 2. Site

@ 10.130.1.1/cgi-bin/home.has X +
& C  ® 10.130.1.1/cgi-bin/home.has
Sign in

http://10.130.1.1
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3. Go to network settings LoRa (Figure 3).

Figure 3. Go to LoRa settings

@ dragino LoRa Gateway x  +

€ > C A Notsecure | 10.130.1.1/cgi-bin/home has

C [=/o/c(c/ =l LoRav LoRaWAN~v MQTT~v TCPv  Custom Network v  System~v  LogRead» Home  Logout

System Overvie -°R¢ <:|
S
= LoRaWN'
\\e‘y' =

ABP Decryption

——
N/ Internet

System time: Tue Sep 14 12:32:17 UTC 2021 Uptime: 13 min

18196981 Hostname: dragino-1fd9e4 loT Service: lorawan

10.1301.1/cgi-bin/lora-lora has

1.2 Configuration LoRa

1. In LoRa Configuration select the desired frequency (EU868 or
US915) and click on Save&Apply (Figure 4).

Figure 4. Configuration Lora

LogReadv Home Logout

| C’ m/eElc\[mll LoORav LoRaWANv MQTTv TCP~v Custom Networkv  Systemw
LoRa Configuration
Debug Level Low v
Radio Settings

Keep Alive Period (sec)
Frequency Plan [EU868 Europe 868Mhz (863~870) v] <:

Static GPS coordinates ?

Enable Static GPS @] Altitude (m) 450

Latitude 22.700000 Longitude 114.240000

Current Mode:LoRaWAN Semtech UDP
[ Save&Apply H Disable H Cancel \
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1.3 Configuration LORIOT

1. Go to configuration LORIOT (Figure 5).

Figure 5. Go to Loriot settings

@ dragino LoRa Gateway X + (] - X

& > C A Notsecure | 10.130.1.1/cgi-bin/lora-lora.has v

@ msElci\ml |[oORav LoRaWAN~ MQTT~ TCP~ Custom Networkv System~v LogReadv Home  Logout

LoRa Configuration LoRaWAN

Amazon AWS loT

LORIOT <:I
Radio Settings

Keep Alive Period (sec)

Frequency Plan (EU868 Europe 868Mhz (863~870) v

Debug Level

Static GPS coordinates ?

Enable Static GPS @] Altitude (m)
Latitude Longitude

Current Mode:LoRaWAN Semtech UDP
Save&Apply H Disable H Cancel ‘

2. In the configuration LORIOT, select the desired server (example:
Amsterdam - eu2.loriot.io) and click on Save&Apply (Figure 6).

Figure 6. Configuration Loriot

@ mieclc]\/ml loRav LoRaWANv MQTTv TCP~v Custom Networkv Systemv LogReadv Home  Logout

LORIOT Client Configuration

Server Address [Amsterdam - eu2.loriotio  v| <E|ver Port 1700

Client Certificate [ v| Client Key [ v]

CAFile | v]

eth0 MAC Address: A8:40:41:1F:D9:E7

Certificate Management

Current Mode: LoRaWAN Semtech UDP Click Save & Apply will change to mode :LoRIOT

i
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3. After configuring the LORIOT, go to the Home tab and you should
see green checkmarks as in the picture, this means that everything is
working (Figure 7).

Figure 7. Home page

C m/E/Elci\(ml LoRav LoRaWANv MQTTv TCP~v Custom Network v  Systemv  LogRead¥ Home  Logout

System Overview *
- ~ loT

Service LORIO T

Internet

~ 4

Firmware: Igw-5.4.1618196981 Hostname: dragino-1fd9e4 loT Service: loriot System time: Wed Sep 15 06:24:29 UTC 2021 Uptime:
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2 Registration in LORIOT

2.1 Registration in Server

1. Go to https://www.loriot.io/ and press REGISTER FREE (Figure

8).

Figure 8. LORIOT site

5 Ratps wwwdoniobia

® i LoRlOT

onnecting the
nternet of Things.

etwork with LORIOT and unleash the

Builld your carrier-grade LoRaWAM
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2. Select server EU2 Amsterdam, Netherlands (Figure 9).

Figure 9. Select server

Technology v Products N Know-how N Resources Contact

CIFIC AMERICAS

LOCA\TION LOCATION LOCATION

=]
o)
[
|
Es]
=]

=]
o)
o)

=
)
[

Al Id I

ol
|
=

3. Input all data and press the button CREATE A FREE ACCOUNT
(Figure 10).

Figure 10. Create account

FREE ACCOUNT REGISTRATION REGISTRATION FORM
Jpon 1 | b vour LoRa gateway o our First Hama Ltk Marma
i1 Lo
e Coaisrbry E-Mail
FREE ACCOUNT INCLUDES i -
Pasiword Fra e peet a3 b
| sqprava with Termn of Sar
MEED MORE? ALREADY HAVE AN
ACCOUNT?

4. After confirmation via email enter the site (Figure 11).
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Figure 11. Login to server

./ LORIO T

2.2 Register a gateway

1. Add Gateway. Press the button Register a new gateway (Figure

12).

Figure 12. Register gateway

ORI O B AMSterdam= ¢, wunity Account & &
@ Dashboard
% ier COMMUNITY ACCOUNT  COMMUNITY ACCOUNT features
& Applications
Welcome to LORIOT Community Account! + No account expiration
< Networks Vou are now part of a world-wide ecosystem of LoRaWAN® developers. Your devices can use any community ¥ Roamingamong all community gateways
gateway to reach our network v One Free Network Application

% Join

As a reward for sharing your gateway, we provide you one Free Network Application

& Documentation

& Account

News

W Upgrade

Back to Business... Connect
Sep 1, 2021, 1:00:00 PM

The LORIOT Business Connect - Public Server Edition is especially dedicated to our community. Show the world the disruptive potential of your loT solution! Apply by October, 15th

® Support

LORIOT Network Server 7.0 has been released!

Alerts Jun 1,2021,1:00:00 PM
LA Y Check our release note for more details.

Be confident in the delivery of your services and guara
* Upgrade now to Professional Public Server with 99y

nnectivity for your solution
Jun 1,2021, 1:00:00 PM

ultitenancy and unlimited gateways.

@ Gateways of Test /& Applications

Location Model MAC Version Last Data Name AppID Devices

No Gateways Registered SampleApp BE-01-03-09 1

2. Scroll down and select Dragino LG308 if you use Dragino pico
station LPS8 or LG308 (Figure 13).
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Figure 13. Add the Dragino

LOR I O T = Networks > Sample Network > Gateway Registration Amsterdamms . ‘ =»
Community Account

€ Back To Networks

W Map

3. Scroll a little below and you will see a field for entering the device

address (Figure 14). If a Dragoni Pico Station is used, then the EthO

Mac address can be taken on a web-based GUI Dragino website in

LORIOT Client Configuration 1.3 Configuration LORIOT.
Figure 14. Eth0 Mac address

Lo R I o T = Networks > Sample Network > Gateway Registration Cj DRHGING LloRa~ LoRaWAN + MQTT -
€ Back To Networks - = . .
Bus LORIOT Client Configuration
- PLE NETWORK 2 ” Dragino LG308 is fully su
Server Address |Amsterdam - eu2.loriotio v
Dragino LG308
Client Certificate \ M
Choose a different base platform CAFile ‘ v ‘

ethO MAC Address:

MAC address of eth0 interface
Certificatg#anagement

The MAC Address of the Ethernet port can be queried by running

ifconfig ethd | grep HWaddr Cusrgnt Mode: LoRaWAN Semtech UDP Click Save & Apply

command from your device's console. A sample output will be similar to Save&Apply || Cancel

eth® Link encap:Ethernet HWaddr AB:CD:EF:12:34:56

Copy and paste the highlighted part (six octets separated by gf0ns) from the outy

* eth0 MAC address

4. Scroll down and here indicates the location of the modem and
then click on Register Dragino LG308 gateway (Figure 15).
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Figure 15. Register Gateway

= Networks > SampleNetwork > Gateway Registration — -
LORIO T pl y Amsterdam S— i ezt & ®
€ Back To Networks
Map  Manual Address
Eigirgala
o
Sausine
Voskoniai
Lepsiskiai
Varluva
Ginénai
Zemaitkiemis Q
Romakkiai
Raziai
22
Lapes
Karmelavos ki
Domeikava o
<
[1921]
%2 saliai 2l +
Google Giraité Sak o % m
9 — < BhICTpble KNaBHUN  KapTorpagiueckise 4anbie 2021 | YCNOBHA HCTONB30834HA  COOBLUNT OB OLIMGKE Ha KapTe

Register Dragino LG308 gateway

5. After registering the gateway, a page with the gateway status will
appear where it will be written that the connection status is Disconnected
(Figure 16).

Figure 16. Gateway status

= T A8-40-41-FF-FF-1F-D9-E7
LORIO T = ewworks > Tet » , AMSERAaM™ oy o 4 &
€ Back To Test
A8-40-41-FF-FF-1F-D9-E7 [T
@ A8-40-41-FF-FF-1F-DI-ET
AB4041FFFFIFDOET Status
Latency Last Connect t
The gateway has been offline this month. NoData Never
Last keep Alive Remote Time Offset
Never No Data

Last Data
Ne
@ Disconnected @ Version 000
Details
e o -
Remove

AB:40:41:1F:DOET 16308

EUl Concentrator

AB-40-41-FF-FF-1F-D9-ET dragino-lg308

Base Connected Over

Dragino spI

Last Remote IP

Unknown

6. To speed up the procedure for connecting the gateway to the
server, you need to reboot the gateway. Need to refresh the page and
wait until the gateway status changes to connected (Figure 17).
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Figure 17. Gateway Connected

LORIO T

@ Connected <: Version 2.8.1483-DEV

0utOf Date, please update to the latest version

Your version s versi
Update

Details
MAC Address
AB:40:41:1F:DI:ET

EUI

A8-40-41-FF-FF-1F-D9-E7

Tap into data stream
Base

Dragino

21 Jan 2022 11:57:21 (o few seconds

ago)

Last Data
Never

Model
LG308

Concentrator

dragino-lg308

Connected Over

SPI

= Networks > Test > A8-40-41-FF-FF-1F-D9-E7 Amsterdamm Community Account & &
A8-40-41-FF-FF-1F-D9-E7 [l
Status
Latency Last Connec t
The gateway has been offline this month. 42ms 21 Jlar\ 2022 11:57:06 (a few seconds
ag0)
Last Keep Alive

Remote Time Offset

No Data

7. Go to the main page of the server by clicking on the icon LORIOT

(Figure 18).

Figure 18. Go to the main page

LORIO T = Networks > Test > A8-40-41FF-FF-1F-D9-E7

Amsterdamus

€ Back To Test

A8-40-41-FF-FF-1F-D9-E7 E

@ A8-40°41-FF-FF.1F-D9-E7
AB40ASFEFF1FDRE

@ Connected Version 2.8.1483-DEV

Your version is Out Of Date, please update to the latest version

Update

Status

I Uptime (days)

Details
MAC Address
AB:40:41:1F.DIET

Downtime (days)

Model
LG308

Latency

42 ms

Last Keep Alive

21 Jan 2022 12:06:12 (o few secon
ago)

Last Data

Never

2.3 Add a Device

1. In order to add the SensiLoRa 2.0 device, you need now him
AppKey, JoinEui and DevEui keys. The keys can be found using the

SensiConfigurator
Windows .
Device Information.

program, download: Download SensiConfigurator

Use Getting Started SensiConfigurator document section 3.2
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2. Add a Device. In the tab, Dashboard clicks on
SampleApp.(Figure 19)

Figure 19. Go to SampleApp

@ Dashboard

38 e COMMUNITY ACCOUNT % COMMUNITY ACCOUNT festures
£ Applications
Welcome to LORIOT Community Account! + No account expiration
Eibietione You are now part of a world-wide ecosystem of LoRaWAN® developers. Your devices can use any ¥ Roaming among all community gateways
community gateway to reach our network. ¥ OneFree Network Application
% Join Servers As a reward for sharing your gateway, we provide you one Free Network Application.
& Documentation
& Account
News

¥ Upgrade
Back to Business... Connect

Sep 1,2021, 1:00:00 PM
P LA The LORIOT Business Connect - Public Server Edition is especially dedicated to our community. Show the world the disruptive potential of your loT solution! Apply by October, 15th!

@ Support

I
Jn 1,2021, 10000 P LORIOT Network Server 7.0 has been released!
Check our release note for more details.
Be confident in the delivery of your services and guarantee connectivity for your solution.

Jun 1, 2021, 1:00:00 PM ) ) 3
* Upgrade now to Professional Public Server with 99.9% SLA, multitenancy and unlimited gateways.

Name Country Gateways Devices

o Networks + Create New Network & Pbplications
Nam AppID

No Networks SampleApp BE-01-03-09 1

3. Click on Enroll Device (Figure 20).

Figure 20. Enroll Device

LORIO T = applications > SampleAnp Amsterdammes ity Account ®

Application / SampleApp

& Details Ll Traffic History
Name Dally  Last24 Hours
[ Sdmplerpp n
Application ID I Daiy Upiinks Count [———] Daily Downlinks Count
6000
BE10309
5000
Device Used Capacity
& D 1 4000
Multicast Device Used Capacity 5000
N Multic s o
2000

1000 /\
0O

8% 19® g0 gA1® 2R 3B A 958 98 111 o2 99 AR A 1P P (BF WP B2 (B T B A1 A0 AP A2 432 4B AR A48

A Configuration

4. In the tab Enroll Device, enter any Name in Title (step 1), then
enter Application key (step 4), Device EUI (step 2) and Join Eui (step

3), (this keys can be found using the SensiConfigurator program, download:
Download SensiConfigurator Windows . Use Getting Started SensiConfigurator
document section 3.2 Device Information). Click Enroll (step 5) (Figure 21).
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Figure 21. Add device

Enroll a new device

LoRaWAN*® Version Enrollment Process

LoRaWAN® 1.0.x v OTAA o« © Device Information X

Device Name: SensilLora 2.0

: Firmware Version: 0.0.10 :
Location DISABLED |NEIEEIREN S E D G E
- Lora Region: EU868 ens’ L

Simpify & Accelerate

You can define coordinates for static devices enabling this option. Battery: 100.0%
Port: COMY
Details iy, PAppKey: 287F151628AED2ABABF7 158809CFAF3C]
e @ e b =
/ loineur. UTUTUTUTUTUTUTUT ‘ Copy
@ R - oK

Description Application Key @

Device Template

[ Create Another @ Reset

Click

Copyright © 2015 - 2023 LORIOT AG. Al rights reserved. o o °

5. Go to the Devices page by clicking on the icon Back To Devices
(Figure 22).

Figure 22. Back to Devices

LORl o T = Applications > SampleApp > Devices > Sensilora2.0

€ Back To Deu m

Details /0080E10101010101

& SENSILORA20 Name SensiLora2.0 Last Uplink RF Parameters
00-80-E1-01-01-01-01-01

Device Template
Last Seen

Battery N/A RSSI

ADR Enabled SNR
Frequency

Description SE

EUI 00BOE10101010101 big endian (use by default) Bandwidth
Gateway

JoinEUI

ommands Log

Las data (10 latetrecords)”

*Data can be received from any gateway on the server with ¢d
the time your gateways received data

*

Gateways in range
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6. In the Devices tab, you can view the addition of a device. When
the added device connects to the server then we should see the value:
RSSI, SNR, devSNR, SF and BAT, for example, in Figure 23.

Figure 23. Status device

= Applications > SampleApp > Devices
LORIO T Appl pleApp Amsterdamess ity Account & &
Back To 3
G Devices
Filter by v
+ Enr O Device EUI IF Nam, RSS! (dBm) SNR (dB) devSNR (dB) SF BAT ADR cl: Last Seen FCntup FCntDow
— 00-80-E1-01-01-01-01-01 SensiLora2.0 88 9 6 12 = A afew seconds ago 4 1
i= Bulk Import.

& Devices

{

2.4 Loriot Uplink

1. In the SampleApp, go to the Output (Figure 24).

LOR | O T = Applications > SampleApp

Figure 24. Go to Output

P ETE Community Account ‘ ®

€ Back To Applications Application /SampleApp
B Details
Name
+ Enroll Device SampleApp
Ik Import Application ID
BE010309

Device Used Capacity

W Dev Map 1
Multicast Device Used Capacity
& output |

¥ API Data Format

-] Applications

I8 Statistics

4, Join Server

Allocated Capacity

& Access Tokens 10

4 Log Multicast Device Capacity
1

[l Traffic History

Daily  Last 24 Hours

[ D2y Upiinks Count [l Daily Downlinks Count

v

Daily  Last24Hours

900
800
700
600

&
PR PSS SIS

R
3 § A N S

&
NP\ y ol
eSO DKL

I 0ziy Upiinks Size [l Daily Downlinks Size
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2. Data output link. Example: Use the Target URL Template, for
example, Stm32CubeMonitor (Figure 25).

Figure 25. Target URL link

LOR | O T = Applications > SampleApp > Output Amsterdamus OO ‘ =

Application Output / BE010309

Output Name Mechanism Type

WebSocket

Mechanism Listen and wait

How to use WebSocket with LORIOT

Pointyour browser or library to the WebSocket URL and listen for incoming messages

Q\ WebSocket Listen and wait [ oniorio]
L =N

Output Configuration

Jemplate
:> Iwss//euz.lunm.iu/app?mL«en:ngDCQAAAAndT\ubsgyawsoLm\stdov—NLaARsNeRhHKMGQ:: I

Your token can be found in access tokens submenu of your application
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3 LORIOT Integration to Thingsboard

3.1 Overview

1. After integrating LORIOT with the ThingsBoard, you can connect,
communicate, process and visualize data from devices in the
ThingsBoard |oT platform. For Integration LORIOT need use
Professional Edition, his edition is paid, it costs from $10/month, but
upon registration a trial (free) period of 30 days is given. For more
information visit the website LORIOT Integration.

3.2 Registration

1. Go to ThingsBoard.cloud suit and register in the cloud
Figure 26. ThingsBoard Registration

sBoard

Cloud Platform

3.3 Import a Data Converter

1. After registering and entering the clouds Download
DataConverter: SensiLoRa2_0_DataConverterV0.1.json.

2. Add a Data Converter in ThingsBoard for this, go to Data
converters (step 1), click + (step 2), and choose Import converter (step
3).
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Figure 27. Import a Data Converter

Current subscription | ThingsBoard Cloud Maker |

% Thi :
% Thlngcsloaglaa"gg 12 Data converters Status

ﬁ Home
Data converters e Q

B3 Plan and billing

5 Solution !emplates@ 0 B Create new converter

Created time Name Type

< Rule chains £ Import converter @

t‘, Data converters o

5 Integrations

2. In the window, Import Convert drag the downloaded Data
Converter or click on the Browse file(step 1) and select the

SensilLora2 0 DataConverterV0.1.json.
Figure 28. Choose a Data Converter

Import converter X

Converter file *

& Drag and drop a JSON file or o

No file selected

Cancel

3. The selected Data converter will appear (step 1) and then click on

Import (step 2).
Figure 29. Click Import a Data Converter

Import converter X

Converter file *

€ Dragand drop a JSONfile or  Browse file X

SensilLora2_0_DataConverterV0.1.json @

Cancel

4. After Importing, a Data Converter with the name Loriot will appear
in the window Data converters (step 1).
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Figure 30. Loriot Data Converter

Current subseription | ThingsBoard Cloud Maker |

%ThingsBoard 11 pata converters

Cloud Platform Status

ﬁ‘ Home

" Data converters
B Planand billing

i Solution templ mes@ O

Created time < Name Type

<% Rule chains
O 2023-03-07 00:51:42 Loriot @ Uplink

t', Data converters

3.4. Create Integration

1. After importing Data Converter move on to the creation of
Integration. Go to Integrations (step 1), click on + (step 2), and in
Integration type choose Loriot (step 3).

Figure 31. Add Integration

%Thingqugrq 2] Integrations

- Add Integration
Home

B3 Plan and billing

2 Solution !emplales@

Integrations

O  created time + Basic settings Uplink data converter Downlink data converter Connection Daily activity Status Remote
Optiona
$+? Rule chains Integration type *
O 2023020212310 elect integration type Active O S B
13 Data converters
E Integrations o ) IBM Watson loT §; Kafka
Q@ Roles
' Loriot @ @9 OceanConnect
= Customers hierarchy gEEEbutecl Rt ins
O user groups @ Pub/sub ly Rabbitvia
22 Customer groups
B Asset groups «» ThingPark I[: iotereators.com (T-Mobile ~ 1oT CDP)

(e0 Device groups
& Profiles

I& Entity view groups

b Edge groups

”f\ Edge management m
sperpage: 10 v 1-1of1 < < > >

2. In line, Name enters the name Loriot Integration (step 1) and
click Next (step 2).
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Figure 32. Basic settings Integration

Add Integration

Basic settings Uplink data converter Downlink data converter Connection
Optional

Integration type *
Loriot X

Name *
Loriot Integration Q

@@ Enable integration

@@ Debug mode

@i Allow create devices or assets

3. In Uplink Data Converter choose Loriot (step 1) and click Next

(step 2).

Figure 33. Choose Loriot

Add Integration

Basic settings Uplink data converter Downlink data converter Connection
Loriot Optional

@ Select existing uplink data converter

Uplink data converter *

Loriot ‘

O Create new uplink data converter

4. Choose Select existing downlink data converter and click to

Skip.
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Figure 34. Select the existing downlink data converter

Add Integration

Basic settings Uplink data converter Downlink data converter Connection
Loriot Optional

(@ Select existing downlink data converter .

Downlink data converter

(O Create new downlink data converter

5. Click to Copy HTTP endpoint URL and click Add.

Figure 35. Copy HTTP

Add Integration

Basic settings Uplink data converter Downlink data converter Connection
o optional

Base URL *
https://thingsboard.cloud

HTTP endpoint URL
https://thingsboard.cloud/api/v1/integrations/loriot/49298222-dd42-74bc-f34d-d203 0 .

W Create Loriot Application output

® Send downlink

W Enable security (Headers filter)

T Execute remotely

Advanced settings
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6. Go to Applications in LORIOT.

Figure 36. Go to Applications

|:'I|II LORIO T = Q Search...

|@ Dashboard

A~
i Applications

Devices @ Uplinks / Downlinks €@ Join Accept / Join Request @
X, Networks
*J Join Servers
& Account
#a Upgrad
wm Upgrade @ Online Offline ® Active Inactive @ Meverseen @ Uplinks Downlinks @ Join Accept Join Request

A Alerts

A Gateways

7. Select Application.
Figure 37. Select Application

'V LORIOT = Q s
€ Back to Dashboard
i APPLICATIONS LoRaWAN® Applications

+ New Application Application ID Q Na Q Devices Q Max. Devices Q

BE010309 2 10

X Device Templates

8. In Application go to Output (step 1) and click to Add new output
(step 2).
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Figure 38. Add Output

LORIOT =

Q Search...

€ Backto Applications

Application / SampleApp

il SAMPLEAPP

Output Name Mechanism
Enroll Device Q‘ WebSocket Listen and wait
L= N

= BulkImport
+ Add new output @
& Devices
Devices Map
Output o
AP| Data Format
Websocket Applications
Statistics

Join Server

Access Tokens

Copyright © 2015 - 2023 . All rights reserved

Be
1
(-]
&

Q_j WebSocket

Mechanism Listen and wait

How to use WebSocket with LORIOT

Paint your browser or library to the WebSocket URL and listen for incoming r

Output Configuration

Output Name

Target URL Template
wss:/feu2.loriot.io/app?token=vgEDCQAAAALIATIUbGIyaWI0LmIvsMdOv-NLa4RSNeRhHKi4GQ==

Your token can be found in submenu of your application

Q LORIOT | Internet of Things at Long Range |

9. Select HTTP PUSH type.

Figure 39. Select HTTP Push

LORIO T

Q, Search...

€ Backto Applications

Application Output / BE010309

ie SAMPLEAPP Choose output type

Where should we feed your loT data?
+ Enroll Device

Ironio’

Bulk Import wonma™

Devices PubNub

M Devices Map

& Output

WebSocket AW
% API Data Format

& Websocket Applications

(i
(] </ Ironjo
| statistics L o
— Channel name
TLS Socket 1BM Cloud Iron.io IronMQ v1
*J Join Server
& Access Tokens Add Output
a0 _

Iron.io IronMQ v3

Amazon AWS loT

TR

HTTPS://

HTTP Push

e
Cayenne
myDevices Cayenne

PubNub

Mechanism pata deliv

Setup parameters

Output Name
Publish key

Subscribe key
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10. In Target URL for POSTs paste the HTTP URL with
ThingsBoard (step 1) and click Add Output (step 2).

Figure 40. Paste HTTP

.
' =
“' LORIOT = aseen a -0 ¢
€ Backto Applications Where should we feed your loT data? See the
il SAMPLEAPP . wrresyy 0w
IronMQ@’ 21/
BE-01-03-09 HTTPS 1/ H TT P P us h
Pubhub fron.io lronMQ3 CANEGIED Mechanism Run your HTTP server and wait for POSTs
+ Enroll Device Lo
Q\ c Setup guide
p\—i§ Setupa HTTP server and listen for incoming POST requests from our server.
’ e Cayenne
WebSocket Amazon AWS loT myDevices Cayenne
W Devices Map Setup parameters
& output ) ~/ Iror.io Output Name
LS wronma”™
TLS Socket 1BM Cloud Iron.io IronMQ v1 Target URL for POSTs
£ Web: ations Custom "Authorization" header value
N
| statistics -
-
Things ‘ Add Output
join AllThingsTalk MQTT Azure 0T Hub

Add Integration

CoAP %

Uplink data converter

https://thingsboard.cloud

0

Create Loriot Application output

Send downlink

3.5 Device

1. To view, the active SensiLora 2.0 device go to Device groups
(step 1), All (step 2), and in the window, All: Devices will contain a device
that is connected to the Loriot server and transmits data to it.
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Figure 41. Active Devices

Current subscription | ThingsBoard Cloud Maker | . e

a5 Thi )
@ThlngsBoard [e0 Device groups > [e0 All s

Cloud Platform aministat
A Home
All: Devices d + & C Q

B3 Plan and billing 7 =
&2 Solution 'e’“P"‘ES@ 0O  createdtime & Name Device profile Label
> Rule chains

O 2023-03-02 21:58:02 333737396C307116 Sensilora2.0 e i
t‘, Data converters

O  2023-02:0213:32:01 Device A thermostat @ [}

E Integrations

e Roles

= Customers hierarchy

e User groups

22 Customer groups

m Asset groups LORIO T
G Device groups o

G Al 9

[o0 thermostat devices

& Profiles

-

Devices

evice Name Q RsSI

Lora | -43

2. To view the received data from the sensors click on Device
SensilLora2.0 (step 1), next choose the Latest telemetry (step 2) and
here you can see the readings of the sensors that the device measured
(step 3), to view the rest of the readings you need to click on the_> (step
4). To close the Device details click on the X (step 5).
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Figure 42. Latest telemetry

Current subscription | ThingsBoard Cloud Maker |

% Thingcsl, Bdgafrd o0 Device groups > GO All
lous latform

EEEY Active

A Home

B3 Plan and billing

333737396C307116

Device details

All: Devices /'

&2 Solution 'E"‘plm“@ O  createdtime & Name
< Details Attributes Latest telemetry @ Alarms Events Relations Audit Logs i >
<> Rule chains - =
O 2023-03-06 18:26:10 @ 333737396C307116
t‘, Data converters
Latest telemetry @ Q
E Integrations [0 2023-02-0213:32:01 Device A
e Roles [0  Last update time Key 1 Value
= EEEECTEL) O 20230306 18:51:47 AccelerationX 002941995
e User groups
[J  2023-03-0618:51:47 AccelerationY -1.0296982499999998
22 Customer groups
m fszigEE [0  2023-03-0618:51:47 AccelerationZ 9.836069949999999
(o0 Device groups [J  2023-03-06 18:51:47 BatteryVolt 419
(0 A1
[ 2023-03-06 18:51:47 freq 867500000
[cO thermostat devices
[0  2023-03-06 18:51:47 GyroX -0.0042759849999999995
g Profiles
- @ -
IR Entity view groups "
_ It e 10 v 1 > Ol
b Edge groups

3.6 Dashboard

3.6.1 Overview

1. You can import a Dashboard and skip the next steps, for this go
to section 3.6.5 Import Dashboard.

3.6.2 Add Dashboard

1. Add Dashboard, go to Dashboard groups (step 1), All (step 2),
and click * (step 3). Enter a SensiLora 2.0 in the Title field (step 4) and
click Add (step 5).
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Figure 43. Add Dashboard

Add Dashboard

Description

Mobile application settings

Dashboard image

N3:|!2$§je X & Dragand drop animage or Browse file

Maximum upload file size: 512.0 KB

[J Hide dashboard in mobile application

Nachhnard nrder in mahila annlicatinn

2. Click on SesnsiLoRa 2.0 Dashboard.

Figure 44. Go to SesnsiLoRa 2.0 Dashboard

Current subscription [ ThingsBoard Cloud Maker

i i = = e :
@ThmgsB =8 Dashboard groups > am All status T &3 e renant aominisrator

Cloud

&2 Customer groups

B Asset groups All: Dashboards /' + &2 C Q
(o0 Device groups
reated time itle
O  createdtime 4 Titl
B Profiles
[0 2023036190605 sensitora20  Click LV |

IR Entity view groups

; Edge groups

/’i‘\ Edge management
“ Widgets Library
B3 Dashboard groups

L]

ﬁl OTA updates

® Scheduler

? White Labeling

£ Version control

items per page: 10 1-10f1

3.6.3 Add Entity aliases
1. Click on Change Dashboard (step 1).
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Figure 45. Change Dashboard

F" . = = . Current subscription | ThingsBoard Cloud Maker | -
@ThmgsBoard Dashboardgroups > =m All > am Sensilora2.0 gvem e TIEETEEEy B

Cloud Platform Status

22 Customer groups v

Sensilora 2.0 SensiLora20~ [0 (© Realtime - lastminute & @ &

h Asset groups v
(0 Device groups
& Profiles
IR Entity view groups
=
ah Edge groups
o

Edge management

=‘ Widgets Library

Dashboard groups

H No widgets configured
ﬁ' OTA updates
@© scheduler

? White Labeling
@ Version control
@ Audit Logs @
M Api Usage

* System Settings °

Powered by ThingsboarTV3F-3PAAT

2. Click on Entity aliases (step 1).

Figure 46. Entity aliases

P 5 | ThingsBoard Cloud Maker |
] > = > m= . Current subscription | ThingsBoare e s
@ Thlngcsloagaaml:g =8 Dashboard groups =8 All =8 Sensilora 2.0 & 07-‘:"“ Tenant administrator  *

2 Customer groups v ) :
= e Q@ Realtime - lastminute & O 11

h Asset groups tle

G0 Device groups SenSiLora 2.0
[

IR Entity view groups
=
ah Edge groups

f"i‘\ Edge management

=: Widgets Library

Dashboard groups

>
o
o
=
2
=
2
a
Q
fel

ﬁ‘ OTA updates

® Scheduler

? White Labeling

€D Version control
@ Auit Logs ° ° °

Powered by Thingsboard v.3.4.3PAAS
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3. Click on Add alias (step 1).

Figure 47. Go to Add alias

Entity aliases

Resolve as

multiple entities

Add alias @ Cancel

Alias name Entity filter

4. In Add alias enters the name: Sensors (step 1), and next choose
Device type (step 2), in Device type, enter the SensilLora 2.0 type (step
3), and click Add (step 4).

Figure 48. Filling Add alias

Add alias X

Allas name * Resolve as multiple entities
Sensors @ ‘

Device type @ e
Device type *

Sensilora2.0 @ X
Device name expression 0

(4)

Cancel Add
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5. Click to Save (step 1).

Figure 49. Save alias

Entity aliases X

Alias name Entity filter

multiple entities

1. Sensors Devices of type 'SensilLora2.0 ‘ s X

Add alias Cancel m

3.6.4 Add Temperature widget

1. Add a new widget. For this click Add new widget (step 1) and
choose to Create new widget ( step 2).

Figure 50. Add widget

Current subscription [ ThingsBoard Cloud Maker | . .
BETEY Active £ Tenant administrator

%Thingg%gqrd B8 Dashboard groups > 2@ Al > B8 Sensilora 2.0
lou atform

oo
«a Customer groups *

Gi = (Realtime-lastminute ¥ O

E Asset groups tle
[ Bafemps SensilLora 2.0
& Profiles
IR Entity view groups
=
ah Edge groups
A Edge management

=‘ Widgets Library

== Dashboard groups

5 Al : i
= g + Add new widget |
{8} OTAupdates E i

® Scheduler

? White Labeling

€D Version control
@ Audit Logs o

m Api Usage

* System Settings

v Towers y Thingsboard v.3.4.3PAAS
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2. Choose the Cards widget bundle (step 1).

Figure 51. Choose the Cards widget

nant administrator

F" Th . Current subscription | ThingsBoard Cloud Maker |
ingsBoard 28 Dashboard groups > Sensilora 2.0 v HH e
ﬁ’g gCIoud Platform group s

22 Customer groups

e = o] (O Realtime - lastminute ¥ O
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Device groups
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Alarms Alarm widgets

N Analogue gauges
Entity view groups O e Seanty s System / |

System

Visualization of alarms for devices, [T}
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speed, and other latest values on
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ST ] e —
[
BT e —

Edge management
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Dashboard groups

Entites Tmeseries bl Cards " Charts

Name & Chugedt T & mdins  System System

ﬁ‘ OTA updates . e e Tables and cards to display latest .I ‘ Display timeseries data using
w3 e and historical values for multiple customizable line and bar charts.

@ Scheduler entities simultaneously. Use various pie charts to display

Your HTML code here latest values

? White Labeling

€D Version control

Round switch

Control widgets New Datesange navigator Date

@ Audit Logs
_— /:\ System te ik System

3. Choose the_Simple card widget (step 1).

Figure 52. Choose the Simple card

% ThingsBoard SensiLora 2.0 Gurrent subscription [ ThingsBoard Cloud Maker |

Cloud Platform Status nt administrator

Customer groups
o & o (© Realtime - last minute ¥ 9D

E Asset groups Title *

(50 | Devie grope SensilLora 2.0 ¢ Cards: select widget Q =

: Entities table Label widget
& Profiles P R
we andom Latest values Latest values
atestvalues Your background v
I Entity view groups WMA52  Davice 89.56 Displays list of entities that match Image Displays static image and multiple
- selected alias and filter with ability values of selected attributes or
b Edge groups KL514 Device 79.24 of additional full text search and timeseries keys on top of it. Position
pagination. Highly customizable of the values on the image is
R Edge management o oideg 2147 using widget styles, data source configurable using advanced
key: idget actions. settings.
=: Widgets Library
B8 Dashboard groups )
Simple card HTML Value Card
L Temp Latest values VALUE TITLE Latest values
# oTA updates Designed to display single value of . Displays configurable HTML with
O the selected attribute or timeseries 2 44 un ‘tg ability to inject values from the
® S - data. Widget styles are selected datasource. For example,
customizable. display single or multiple attribute
values.
? White Labeling
€D Version control
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Time series Static widget
e 104815 m LITAAL amala -

4. Click to Add datasource (step 1).
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Figure 53. Add Datasource
Add Widget: Simple card
Data Settings Advanced Actions

Datasources
Maximum 1 datasource is allowed.

=0

Data settings

Please add datasource

Cancel

5. In Entity alias choose Sensors (Step 1).

Figure 54. Entity alias

Add Widget: Simple card QO X

Data Settings Advanced Actions

Datasources
Maximum 1 datasource is allowed

Type Parameters
Entity alias *
_qt.a keys
= 1. Entity hd -\1“( X
SEpSOS Eptity series/attributes are required.
— Maximum 1 timeseries/attribute is allowed.

Data settings

Cancel

6. Choose the Temperature key (step 1) and click Add (step 2).
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Figure 55. Add a Simple card

Add Widget: Simple card O X
Data Settings Advanced Actions
Datasources A
Maximum 1 datasource is allowed.
Type Parameters
Entity alia:
Sensors X |Latest data keys
= 1. Entity A A MIEgL . X
Filter -
~  Pressure owed.
»  Temperature @
@ active
Data settings v
@ inactivityAlarmTime L
® lastActivityTime @ -
® createdTime v cancel

7. The added widget can be seen on the Dashboard (step 1) click to

Save changes (step 2).
Figure 56. Save Dashboard
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3.6.5 Import Dashboard
1. Download the Dashboard: SensiLoRa2_0_DashboardV0.1.json
2. Go to Dashboard groups (step 1), All (step 2), and click Import

dashboard (step 3).
Figure 57. Choose Import Dashboard

. Current subscription | ThingsBoard Cloud Maker | .
%ThlngsBoard 85 Dashboard groups > H§ Al i e T T ©

Cloud Platform S Snantadministiator
% Integrauons

O FRoles All: Dashboards /' i % ° e

= Customers hierarchy

[  createdtime Title

e User groups

&4 Customer groups
B Asset groups
(o0 Device groups

& Profiles

I Entity view groups
Y 9roep No dashboards found
& Edge groups

Edge management

== Widgets Library

B3 Dashboard groups o\
5e @

@ OTA updates Items per page: 10 v 1-00f0

3. Drag and drop the download Dashboard. Import Dashboard
should be displayed (step 1), after clicking Import (step 2).

Figure 58. Import Dashboard
T—— . —————

Import dashboard

Dashboard file *

& Draganddrop a JSON file or  Browse file X

sensilora2_0_DashboardV0.1.json @

—)
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4. Go to SensiLoRa 2.0 Dashboard.

Figure 59. Go to Dashboard

Current subscription | ThingsBoard Cloud Maker |

2 i = = - ;
@ThlngsBoard B3 Dashboard groups > 5§ All stotos D 29 e ey M

Cloud Platform

v megrauons
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[  createdtime Title
e User groups
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E] Asset groups

(o0 Device groups

5. In SensiLoRa 2.0 Dashboard the following widgets are located:
Temperature, units: °C
Humidity, units: %
Pressure, units: hPa
Battery voltage, units: V
Light, units: lux
Accelerometer, units: m/s2
Gyroscope, units: rad/sec

Magnetometer, units: pT
Figure 60. SensiLoRa 2.0 Dashboard
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4 STM32CubeMonitor

4 .1 Install STM32CubeMonitor

1. Download and install a program from the ST site at this link
STM32CubeMonitor and download an example project by this link

SensiLoRaCubeMonitorV0.3.json. The main window STM32CubeMonitor
is illustrated in Figure 61.

Figure 61. Main window STM32CubeMonitor

'E Design - STM32CubeMonitor -

X

N - —

. =
CubeMonitor

Q Flow 1 +

Version 1.2, May 2023 36


https://www.st.com/en/development-tools/stm32cubemonitor.html
https://drive.google.com/file/d/16AFJKb20rlMRxwkH1XIDKfHhaLO66PEt/view?usp=share_link

. Getting started with
SenSIEDG E SensiLoRa 2.0

Simplify & Accelerate

4.2 Import project

1. Opening the program and clicking on the selection tab (step 1),
a selection menu will open, and then select Import (step 2). This action is
illustrated in Figure 62.

Figure 62. Selection Import menu

'ﬁ Design - STM32CubeMonitor - X

N )

sMa2 NI == DEPLOY & DASHBOARD | IS
CubeMonitor

View

Q Flow 1

v STMicroelectronics - ( Import 2
EXxpOi

(

Search flows

Configuration nodes
Flows
Subflows

Groups

Settings

Keyboard shortcuts

About STM32CubeMonitor

Help
v function
I " )
J o
. function 0
£ o 1 v
‘T‘ switch D .l »

v -0+
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2. A window will open with the choice of a file to import. In the
import window, select Clipboard (step 3), then click on select a file to
import (step 4) and select the file SensiLoRaCubeMonitorVV0.3.json which
we downloaded. After selecting the file click on Import (step 5). This
action is illustrated in Figure 63.

Figure 63. Import project

'E Design - STM32CubeMonitor -

X
N
pa—t | Ew 7 DASHBOARD [
CubeMonitor Import nodes |
Q Flow 1 2B
~ STMicroelectronics | - ) =
Clipboard 3 Paste flow json of & select a file to import 4

=

Library [

{

"id": "780blGab.@c7e6",
"type": "tab",
"label": "SensiloRa",
"disabled": false,
"info": ™"

Examples

"id": "151b9658.8519aa",
"type": "websocket in",
"z": "786bl0ab.0c7e6",

T

Bl =
X =

"name": "Loriot Uplink",

"server®: "",

"client": "54daa66.5f90158",
v subflows "x": 190,

"y": 320,

"wires": [

[ "

nAcanfoce Lonalkon

v function Importto = currentflow = new flow
w: function \:
o (s
wb switch \? oliq » -
N )|=|O |+
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Configuration Loriot Uplink
1. Go to the tab SensiLoRa 2.0 (Figure 64).
Figure 64. Go to the SensiLoRa project

N
sTM32 U
CubeMonitor

Q filter nodes

m Design - STM32CubeMonitor

Basic_Flow SensiLora 2.0

Eé START Acquisition %\
Eé STOP Acquisition o’

-

~ STMicroelectronics

@ -’: DEPLOY ' DASHBOARD

O

+

X

-

2. Configure the WebSocket Loriot Uplink, and double-click on it to
open settings (Figure 65).

Figure 65. Open Loriot Uplink

m Design - STM32CubeMonitor
~—
sTM32
CubeMonitor

Q filter nodes Basic_Flow SensilLora 2.0

-

v STMicroelectronics

Version 1.2

, May 2023

39



Getting started with

SenSIEDG E SensiLoRa 2.0

Simplify & Accelerate

3. When opening the setting window, here we click on the URL

editing icon ( Figure 66).
Figure 66. Setting the Loriot Uplink

X

-’: DEPLOY £ DASHBOARD

Edit websocket in node

o (D

## Properties & 3

Pressure
@ Type Connect to e
* Temperati

ﬁ _ M URL 54daa66.5f90158 vi &
a Decode ;\@ ¥ Name Loriot Uplink

4. In this window, we must insert the URL. If the Loriot server is
used, then the link must be taken from 2.4 Loriot Uplink. After inserting

the URL, click on Update. This action is illustrated in Figure 67.
Figure 67. URL

Am . a &
sterdammes Community Account _,: DEPLOY & DASHBOARD E

Edit websocket in node > Edit websocket-client node

m WebSocket Cancel

Mechanism Listen and wait 1+ Properties

How to use WebSocket with LORIOT
R URL I |

Point your browser or library to the WebSocket URL and listen for incoming messages

Receive payload

Output Configuration
URL should use ws:// or wss:// scheme and point to an existing

Target URL Template .
websocket listener.

I wss://eu2.loriot.io/app?token-vgEDCQAAAALITILUbGIYaWIOLm vsMdOv-NLa4RSNeRhHKi4GQ== I

By default, payload will contain the data to be sent over, or received
from a websocket. The client can be configured to send or receive the
entire message object as a JSON formatted string.

Your token can be found in access tokens submenu of your application

5. Click on Done (Figure 68) to save the URL.
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Figure 68. Save the URL

X
== DEPLOY =
Edit websocket in node
Cancel
4 Properties i SR
© Type Connect to A
M URL wss://eu2.loriot.io/app?token=vgEDCQ/ V. &
¥ Name Loriot Uplink

6. Click on Deploy (Figure 69) so that our changes are saved and
take effect.

Figure 69. Deploy
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4.4 Dashboard

1. When we have changed the Server URL to the necessary and
their status should be connected (Figure 70).

Figure 70. Status Loriot

Data Decode

v~ subflows

=]

2. Click the DASHBOARD (Figure 71).

Figure 71. Go to the Dashboard
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3. If several projects are open, then we need to go to the tab of our
project, for this we click on the selection project (step 1) and then click on
SensiloRa (step 2). This action is illustrated in Figure 72.

Figure 72. Selection of a project

7% Node-RED Dashboard

B SensiLoRa

-
BE Home

4. After selecting the project, we should see a window (Figure 73).

Figure 73. Dashboard SensiLora

m Node-RED Dashboard

— O X
| = SensiloRa
Environmental Acceleration
Pressure Humidity Temperature Acceleration - X axis Acceleration - Y axis Acceleration - Z axis
260 0 -40 -20.0 -20 -20
260 s 1280 o spum 100 a0 - 85 20 . 20 20 . 20 20 . 20
Gyroscope Magnetic
Gyro - X axis Gyro - Y axis Gyro - Z axis Mag - X axis Mag - Y axis Mag - Z axis
-12 -12 -12 -200 -200 -200
-12 radis 12 -12 radls 12 -12 radis 12 200 uT 200 -200 uT 200 200 ot 200
Information
Battery Voltage Light value
. 3 L. 0
3 v 419 o e 1200

5. When the data is sent by SensiLoRa 2.0 to the server Loriot, we
will see the value of the sensors (Figure 74).
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Figure 74. Data with sensors
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5 Flashing SensiLoRa 2.0

5.1 Install STM32CubeProgrammer

1. Download and install STM32CubeProgrammer from the ST site
at this link: STM32CubeMonitor (Figure 75). There are several versions of
the firmware, which differ in the operating frequencies of the LoRa, so pay
attention to the name of the firmware, the operating frequency is indicated
there. Download the firmware: (Eirmware SensiLoRa 2.0).

Figure 75. STM32CubeProgrammer

STM32CubeProgrammer - X

Memory & File edition

Address v | Size Data width | 32-bit v | Find Data 0x

USB configuration

ket No DFU detected -

Serial number

FID oxdif11
. vID A 5
No data to display 0x0483

Read Unprotect (MCU) .

Log Verbosity level @ 1 2

11:45:52 : STM32CubeProgrammer AP| v2.7.0
11:45:52 : ST-LINK error (DEV_CONNECT_ERR)

&
-

Target information
Board
Device
Type
Device ID
Revision ID

Flash size
CPU
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5.2 Flashing with SensiEdge Basic Debugger

1. For the programming SensiLoRa 2.0 use the programmer
SensiEdge Basic Debugger (Figure 76), if you don’t have one, then go to
4.3 Flashing via USB Type-c.

Figure 76. SensiEdge Basic Debugger

2. Connect the SensiLoRa 2.0 to the programmer SensiEdge Basic
Debugger (Figure 77) and then connect the USB to the programmer.

Figure 77. Connect to programmer
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3. Open the program STM32CubeProgrammer and select the
ST_LINK (step 1), in Mode select Under reset (step 2) and then click on
Connect (step 3). This action is illustrated in Figure 78.

Figure 78. Connect to SensiLoRa 2.0

— X

Serial number

Port

Mode

Access port

Reset d
=il Hardware reset

SRR Disabled

External loader
Target voltage 6.14V

Firmware version V2]39M27

Firmware upgrade

Target information

Board
Device
Type
Device ID
Revision ID
Flash size
CPU
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4. If the connection was successful, then we should see information
about the controller and status must be Connected. This action is
illustrated in Figure 79.

Figure 79. Connect successfully

@ Connected

0x400 Data width | 32-bit v | Find Data 0x

Address 0 4 8 C
0x08000000 20005000 08019FED 08019771 08019773
0x08000010 00000000 00000000 00000000 00000000
0x08000020 00000000 00000000 000000@0 08019777
0x08000030 00000000 00000000 08019739 08019778
0x08000040 0801A03D 0801A03D 08019741 0801A03D
0x08000050 0801A03D 08019785 08019740 080197A9
0x08000060 0801A03D 0801A03D 08019741 0801A03D

NwN2NNNN7n nanianan nanianan nanianfn neNi1aN2n

e i .=

Verbosity level ® 1

1 0x01

: 0x1ff80000
20 Bytes
Target information

OxSCOOOOO STM32L07x/

18:39:22 : Read progre:

18:39:22 : Time elapsed during the read operation is: 00:00:00.006

5. After successfully connecting to the controller, select the tab
Erasing & Programming (step 1) then click on the button Browse (step
2) a window will open where we have to specify the firmware file. Where
to get the firmware file is described in 4.1 Install STM32CubeProgrammer.
Check the box for Run after programming (step 3) and click Start
Programm.... (step 4). This action is illustrated in Figure 80.
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Figure 80. Programming SensiLoRa 2.0

[] sTM32CubeProgrammer — X

STM ."

Cube

E Erasing & Programming

Erase flashimemony| Erase external memory

ath . -2 0.0
| pvo—— Py—

Start addr.. | 0x08000000

: Select Index  Start Address Size
Skip flash erase before programming

0 0x08000000 128
Verify programming » 1 0X08000080 128
u 2 0X08000100 128
3 0x08000180 128

4 0%08000200 128

B 5 0x03000280 128

Full chip erase o 6 0x08000300 128
Download file 7 0x08000380 128
8 0x08000400 128

Option bytes comman..

Target information
Log Verbosity level (@) 1 .

N
w

T U377 Address T Ux8000U00U -
S
18:58:03 : Read progress: é STi

18:58:03 : Time elapsed during the read operation is: 00:00:00.007 B

6. After successfully loading the firmware, we should see the
message Download verified successfully (Figure 81).

Figure 81. Successful programming

m Message X

0 Download verified successfully
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5.3 Flashing via USB Type-c

1. For flashing we wil use such a program
STM32CubeProgramming. First, we must disconnect the battery by
disconnecting the jumper J4 (Figure 82), then we must hold down button
S2 (Figure 82) and connect the cable USB Type-c (Figure 83) and after a
couple of seconds we release the button, and the board enters the
programming mode.

Figure 82. Jumper J4 and Button S2
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2. In Device Manager should appear STM32 BOOTLOADER

(Figure 84). If this does not happen, repeat step 1.

Figure 84. STM32 BOOTLOADER

A Device Manager
File Action View Help

& T E HR B BX®

ws Disk drives

[ Display adapters

¥ Firmware

¥ Human Interface Devices

== |DE ATA/ATAPI controllers

-i% Imaging devices

¥ Jungo Connectivity

— Keyboards

L I Memory technology devices
B Mice and other pointing devices
¥ Modems

[ Monitors

Iﬁ Network adapters

E” Other devices

= Print queues

D Processors

!‘ Security devices

!* Software components

B Software devices

i Sound, video and game controllers
Su Storage controllers

i3 System devices

§ Universal Serial Bus controllers

~ @ Universal Serial Bus devices
i STM32 BOOTLOADER

3. Open the program STM32CubeProgrammer and select the USB
(step 1) and then click on Connect (step 2) and if the connection was
successful, then we should see information about the controller (step 3).
This action is illustrated in Figure 85.
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Figure 85. Connect via USB

v  Size | 0x400 Data width | 32-bit +» Find Data

Address 0 4 8 C
0x08000000 20005000 080045A1 08004039 08004038
0x08000010 00000000 00000000 00000000 00000000 Oxd
0x08000020 00000000 00000000 00000000 0800403F VID
0x08000030 00000000 00000000 08004041 08004043 ..ca..
0x08000040 080045F1 080045F1 080040A9 080045F1 AE..AE..BQ..RAE.. 2 e, .
0x08000050 080045F1 0800404D 08004065 08004071

164730410000

0x08000060 080045F1 080045F1 08004089 080045F1

Verbosity level

STM32CubeProgrammer API v2.7.0
1 USB speed : Full Speed (12MBit/s)
Manuf. ID : STMicroelectronics
: Product ID : STM32 BOOTLOADER
SN 164730410000
: FW version : 0x011a
Device ID : 0x0447
UPLOADING OPTION BYTES DATA
Bank : 0x00
Address 0x1§f80000 Target information
: Size : 20 Bytes
UPLOADING
: Size : 1024 Bytes
Address 0x8000000
: Read progress:

4. After successfully connecting to the controller, select the tab
Erasing & Programming (step 4) then click on the button Browse (step
5) a window will open where we have to specify the firmware file. Where
to get the firmware file is described in 4.1 Install STM32CubeProgrammer.
After selecting the firmware file, press Start Programm.... This action is
illustrated in Figure 86.

Figure 86. Programming via USB

[Z sTM32CubeProgrammer

S cnRo v o« Ay

@ Connected

Use v
nload Erase flash memory | Erase external memory _
Hle path \ \ 63 selected sectors i
P C:\firmware\SensiLora_863MHz_V0.1.bin v Erase ed Full chip erase
tart addr.. | 0x08000000 5 —
| Select Index Start Address Size
Skip flash erase before programming 0 0X03000000 128 A
Verify programming o 1 0x08000080 128
Run after programming 6 : 2 0x08000100 128
2
Log Verbosity level (@ 1 2 3
16:22:34 : erasing sector 0740 @: 0x08017200 done .
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5. After successfully loading the firmware, we should see the
message Download verified successfully (Figure 87). After that, you can
disconnect the device from the computer and return the jumper J4.

Figure 87. Successful programming

B8 ey pregianinng

Run after programming

Full chip erase

Downlead file

Option bytes comman...

r3 erasing sector U/
13:02:16 : erasin
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13:02:16 : erasing sector 0746 @: 0x08017500 done
13:02:16 : Download in Progress:

13:02:26 : Verifying .
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Erase flashmemony| Erase external memory
it vy e
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6 Battery power

6.1 Overview

1. SensiLoRa 2.0 integrating SILA-UCR (LoRa) and SIFA-UCR
(Sigfox). Same hardware but different Software Firmware. Every board
comes with a Rechargeable battery of 100mA. The battery is soldered but
disconnected until the user will close the jumper. Install a jumper in J4 to
operate the device on battery power (Figure 88).

Figure 88. Battery power

Battery +

Battery -

Warning: During USB charging additional heating is influence on
Temperature and Pressure sensor. Be advised to use the measurement of
those sensors only from battery operation.
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7 Turn on/off SensiLoRa 2.0

7.1 Turn on board

1. The SensiLoRa 2.0 board automatically turns on when power is
applied.

2. To start the board after turning it off, you need to press the button
S1 (Figure 89) once and after that the LED D1 (Figure 90)should light up
in red for a short period.

Figure 89. Button and LED placement

7.2 Turn off board

1. to turn off the board, you need to hold down the button S1 (at
least 2 seconds) (Figure 89) until the LED D1 turns green (Figure 89).

2. The green LED D1 (Figure 89) should turn off after 2 seconds,
after that the SesiLoRa 2.0 board goes into deep sleep and stops sending
data to the LoRa server.
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3. In sleep mode, the SensiLoRa 2.0 device consumes minimal
power from the battery. A fully charged battery will last for 30 days. To
completely de-energize the SensiLoRa 2.0 board, you need to disconnect
the battery by removing the jumper from the jumper J4.
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8 External pins

8.1 Overview

1. The SensiLoRa 2.0 board has a connector J2 for external
connection (Figure 90), it has such pins:

VCC - 3.0 volt supply

PA9 - UART TX, for debug information
SCL - the clock signal for [12C

SDA - the data signal for 12C

GND - ground

Figure 90. External Pins

External
Pins

8.2 External 12C

1. To connect an external sensor with an interface 12C for the
SensiLoRa 2.0, you need to connect the sensor, as done in (Figure 91).
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Figure 91. Connect Sensor

External 12C
Sensor

8.3 Debug information PA9 pin

1. To see the debug information you need to use a usb-uart ttl

converter and connect it to the SensiLoRa 2.0, as shown in the (Figure

92).

Figure 92. Button and LED placement

usb-uart ttl
converter
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2. Any Terminal can be used to display Debug information. In the
Port settings in the Terminal, select the USB TTL converter port and

other settings as in the (Figure 93), then open the port.

Figure 93. Port Settings

Choose Port
ush ttl converter

Serial port settings
Port configuration
Port
Baud rate 115200
Data bits 8
Stop bits 1
Parity none
Flow control |none
Forward none

User interface language
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3. When the board starts, the output of the information shown in the
(Figure 94) will begin. Also here you can see the keys: AppKey, DevEui
and JoinEui(AppEui), that are used to connect the device to the LoRa
server.

Figure 94. Debug Information

€) Termite 3.4 (by CompuPhase) - X

Disconnected - dick to connect Settings Clear About Close

APP_VERSION V1.0.0

MW_LORAWAN_VERSION: V2.3.0

MW_RADIO_VERSION: V1.1.0

S — e e

#HHEE AppKey 2B:TE:15:16:28:AE:D2:A6:AB:F7:15:88:09:CF:4F:3C

#HHE NwkKey 2B:TE:15:16:28:AE:D2:A6:AB-F7:15:88:09:CF:4F:3C

fH AppSKey:  2B:7E:15:16:28:AE:D2:A6:AB:F7:15:88:09:CF:4F:3C
#E NwkSKey:  2B:7E:15:16:28:AE:D2:A6:AB:F7:15:88:09:CF:4F:3C
i DevEuic 33:37:37:39:55:30:8A:16

#EE AppEui: 01:01:01:01:01:01:01:01

#HEE DevAddr: 2F:33:07:26

TX on freq 868300000 Hz at DR 0

MAC txDone

RX_1 on freq 868300000 Hz at DR 0

MAC rxTimeOut

RX_2 on freq 869525000 Hz at DR 0

MAC ncTimeOut

i = JOIN FAILED
TX on freq 868300000 Hz at DR 0
MAC txDone
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